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critically important property, intrinsic to all

intelligence agencies, is the imperative to

deny to intelligence services of other nations
details about the sources from which information is
obtained and the means employed to obtain infor-
mation. The fact that a given intelligence service has
obtained information, from where and how, needs to
be protected from exposure and, arguably, is more
important to protect than the substantive content of
the information collected. If the details of collection
cannot be kept from other intelligence services, col-
lection cannot continue.

Typically, a target, whether an intelligence ser-
vice or other national entity, will take steps to prevent
further collection when it becomes aware of the fact
that an intelligence operation is underway to collect
its information and when it comprehends the specific
vulnerabilities that allow it. To cite just a few simple
examples, targets might arrest a human source,
re-encrypt or reroute a signal or avoid activities when
a satellite is known to be overhead. These actions can
deny further collection from a specific source using a
specific method.

The need to protect sources and methods to
ensure continued collection is woven into all activities
of every intelligence service. To understand the activ-
ities of any intelligence service, one must apprehend
that the need to protect sources and methods is pres-
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ent atall times, in all planning, all operations and all
decisions. Protecting sources and methods dictates
how and when operations are conducted, what is said
or written and all information related to operations,
liaison and analysis.

Protecting sources and methods from exposure,
either by means of another service’s human agents,
communications intercepts, other technical or cyber
collection methods or through leaks, is nota game. It
is not intended to conceal corruption, incompetence
or malfeasance. It is not scandalous and it is not an
afterthought. It is central. This imperative shapes
everything intelligence officers do every day and is the
“air” that they breathe.

The need to protect how and from where infor-
mation is collected creates the need for secrecy.
Secrecy exists to ensure that the sources and methods
of collection are protected from exposure to other
intelligence services. Secrecy is the infrastructure and
process employed to prevent the targets of collection
from learning that an intelligence service has access
to information from the targeted service or that ser-
vice’s nation.

Intelligence agencies do not hide their activities
from their national populations but from foreign
intelligence, security, investigative and police services.
To achieve that goal, however, they mustalso deny the
information to all who do not have a need to know
the sources and methods to do their job. This denial
of access to some sources and methods includes even
those in the intelligence service itself who are not
working a particular issue, as well as their families
and everyone else in the national population. This
is neither gratuitous nor suspicious, but necessary.
Everyone knows that secrets can only be kept if few
are aware of them. This is as true for intelligence as
it is for surprise birthday parties. Journalists know
this well: They guard the names of their anonymous
sources as jealously as intelligence agencies protect
their sources and methods.

If even those within a service are not allowed to
know all of its sources and methods, it should come
as no surprise that those not working in the intelli-
gence profession at all should not know unless and
until the service determines that declassification no
longer poses a risk to continued collection. Only an
intelligence service can know when that is. Nobody
else has enough information or authority to make
that decision, no matter the desire to learn more and
know it sooner. Secrets are about maintaining the
ability to collect. In democracies, taxpayers pay for
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this and intelligence professionals diligently protect
that investment.

This practice is unfamiliar to many who observe
it from “outside.” It may appear meaningless or
dangerous, especially in democratic societies where
many authors often and incorrectly assume that
almost anything “secret” is likely to be illegal, cor-
rupt, incompetent or anti-democratic and must be
exposed. Students of intelligence would do better to
abandon such familiar and comforting depictions
of intelligence and instead realize that intelligence
agencies routinely consider how best to their protect
sources and methods of collection, and that their
policies, regulations and practices are constructed
to ensure that protection. Seeing intelligence as it is
actually practiced has significant explanatory power
for observers. Conversely, the omission or rejection of
the need to protect sources and methods as motivating
and explaining the behavior of intelligence agencies
may distort the narratives, theories and modeling
published by students of intelligence.

Inextricably linked to the suggestion that all
publishing about intelligence include sources and
methods discussions is the equally indigestible real-
ity that accurate and detailed articles or books about
intelligence often cannot be written if an author does
not have at hand a much more complete collection of
declassified records than is currently available. Until
that day, caution should be the watchword for those
who would make sweeping, and usually negative,
conclusions about the role and value of intelligence.

Dispassionate scholars sometimes discuss
sources and methods but itis too often absent from or
mischaracterized in publications about intelligence,
especially in those containing “leaked” information.
Leaked information is classified intelligence stolen by
someone with access and given to someone notautho-
rized to possess it. Offering and receiving intelligence
in this manner is similar at least in practice to tradi-
tional espionage except that, in democratic societies,
the law protects or ignores this behavior despite the
severe damage leaks cause to the ability of a nation’s
intelligence service to continue to collect.

Democratic societies incline toward openness in
the hope that democracy can be protected from poten-
tial autocrats by ensuring that truly dangerous secrets
can make their way to the public. In reality, many
leaked secrets reveal specific sources and methods of
intelligence collection that have nothing to do with
preventing the rise of an autocracy. Occasionally, leaks
will reveal corruption and incompetence but often
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they simply reduce the effectiveness of the nation’s
intelligence services.

The usage of leaked information in publications
read by those not authorized to know sources and
methods details occurs because an author is unaware
at a very fundamental level about how intelligence is
practiced or knows that leaks harm the ability to col-
lect but does not care. The reasons an author might
be unconcerned about impairing the future ability to
collect are many but the damage occurs nonetheless.
Leaks waste tax dollars and, occasionally, result
in a death.

Intelligence professionals have been dealing
with these challenges for decades but their voices are
rarely heard in public. The points made here have been
common knowledge among US intelligence officers
since the Second World War, and the services of other
nations doubtless apprehended these fundamental
realities about intelligence collection long ago.

The absence of recognition in any publication
of an intelligence agency’s imperative to protect its
sources and methods is ayellow flag. Similarly, in pub-
lications where leaks are discussed or are the source,
omission of a discussion of the damage a leak does
to intelligence operations is also a yellow flag. Alert
readers should ask themselves why an author chose to
ignore the elephant in the room.

Often, authors choose to avoid discussing the
concept of sources and methods protection because
it undercuts their arguments or reveals that they are
willing to damage intelligence collection capabilities
in order to tell their story. They often argue weakly
that the public needs to know secrets, damage to their
nation’s security notwithstanding.

It is not true that “everything leaks” but it has
been demonstrated within intelligence services that
much of what leaks about sources and methods
reduces the volume and substance of what can be
collected in the months and years after a leak. This,
of course, degrades the effectiveness of intelligence.
Degraded intelligence limits the ability of intelli-
gence agencies to inform policymakers and military
commanders at all levels. The result of having less
information because collection was prevented due
to a target’s awareness of the collection effort can be
that mistaken policies are pursued that might not have
been had more and better intelligence been available.
At a minimum, policy goals may not be achieved or
defense readiness may be weakened.

Probably, few who expose secrets in their writ-
ing or broadcasts recognize this cycle — or want to.
Deeply-held but often incorrect assumptions about
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the inherent dangers of “secrets” or incompetence
of government blind many to the damage they do by
revealing sources and methods. If the awareness of
the centrality of the protection of intelligence sources
and methods is too often vague or unwelcome to those
outside of the profession of intelligence, it is clear to
intelligence professionals.
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