Cyber Ready™ 2016

Tuesday, October 18
Surf’s Edge Club ¢ MacDill AFB e Tampa, Florida

Cybersecurity Conference
and

Sixth Annual
MITRE National Capture the Flag (CTF) Competition
Cyber Challenge Awards Ceremony

October is National Cyber Security Awareness Month:
The Impact of Cybercrime

e Collateral damage in cyber attacks e Challenges in training and awareness
e Preparing for the aftermath of an attack e Challenges in cybersecurity policy-making

e Threats against infrastructure and unattended network devices (UNAs)

You do not want to miss New Perspectives on Emerging Threats, Practice and Training: A Focus on Solutions

Keynote Speakers
e  Dr. Mark Maybury, Vice President and Chief Security Officer, The MITRE Corporation

e R."Montana" Williams, COO & cyber evangelist for the Cyber World Institute (CWI), adjunct instructor at California
State University-San Bernardino, former Senior Manager—Cyber Practices for ISACA and former Chief—Cybersecurity
Education & Awareness Branch at the Department of Homeland Security

National cyber leadership begins in Florida™
Invited guests include:

Governor Rick Scott US Senator Bill Nelson US Senator Marco Rubio

Member of Congress Kathy Castor Member of Congress Gus Bilirakis Member of Congress David Jolly
Member of Congress Richard Nugent State Senator Wilton Simpson State Senator Jack Latvala

State Senator Tom Lee House Speaker-Designate Richard Corcoran State Representative Dana Young
State Representative Ritch Workman State Representative Frank Artiles Attorney General Pam Bondi
Commissioner Adam Putnam Chief Financial Officer Jeff Atwater DEO Executive Director Cissy Proctor
Sheriff David Gee Sheriff Chris Nocco Sheriff Bob Gualtieri

Former House Speaker Will Weatherford

Limited seating. Registration now open . Registration deadline, Monday, October 3, to clear Base security.
Please see complete schedule on reverse. Registration information (paid in advance):

e  Golf outing and barbecue dinner, Monday, October 17, $60 (conference registration required; 25 person minimum)

e  Cybersecurity conference, Tuesday, October 18, $125, documented military/government $100, students with ID $70
Visit www.national-cyber.org/conference for more information and to register.
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Monday, October 17, 1:00 to 7:45 PM

Cyber Ready™ 2016 Golf Outing and Barbecue Dinner, MacDill AFB Bay Palms Golf Complex
1803 Golf Course Avenue, MacDill AFB, FL 33621
25 person minimum required. The South Course is one of the most scenic & challenging courses in the Air Force.

Start End Duration Description
1:00PM 1:15PM 0:15 Registration
1:15PM 5:15PM 4:00 Golf at the MacDill AFB Bay Palms Golf Complex, 18-hole, par 72 course.
Sunset at 6:58 PM.
0:30 BREAK
5:45PM 7:45PM 2:00 Barbecue dinner

Tuesday, October 18, 7:30 AM to 8:00 PM
Cyber Ready™ 2016 Cybersecurity Conference, MacDill AFB Surf’s Edge Club
7315 Bayshore Boulevard, MacDill AFB, FL 33621

Start End Duration Description
7:30AM 8:00AM  0:30 Registration—coffee, water, snack
8:00AM 8:30AM 0:30 Welcome
8:30AM 9:10AM  0:40 First morning session— Bilateral/Collateral Damage
Phil Dumas, Director for Research and Program Development, National Cyber Partnership
9:10AM 9:25AM  0:15 BREAK
9:25AM 10:05AM 0:40 Second morning session— Challenges of increased number and sophistication of cybercrimes
targeting US financial institutions and critical infrastructure, role of the Electronic Crimes Task
Force and Special Agent Program
Special Agent Richard Dean, United States Secret Service
10:05 AM 10:20 AM 0:15 BREAK
10:20AM 11:00AM  0:40 Third morning session—Incident Response for Everyone, understand what to do (and what not
to do) if your organization is breached
Gregory P. Scasny, CEO, Cybersecurity Defense Solutions
11:00AM 11:15AM 0:15 BREAK
11:15AM 11:45AM 0:30 Morning recap—discussion panel
11:45AM 12:.05PM 0:20 BREAK
12:05PM 1:25PM 1:20 Luncheon and luncheon keynote— Cybersecurity Horizons
Dr. Mark Maybury, Vice President and Chief Security Officer, The MITRE Corporation
1:25PM 1:45PM 0:20 MITRE Cyber Challenge Awards
1:45PM 2:05PM 0:20 BREAK
2:05PM 2:45PM 0:40 First afternoon session—Critical infrastructure and the power grid—why protecting the grid is
critical and what can be done to mitigate the threats
Presenter TBA, Southern Company
2:45PM 3:00PM 0:15 BREAK
3:00PM 3:40PM 0:40 Second afternoon session—Rise of the machines—unattended network appliances (UNAs)
Colin Arnold, Director of Academic Affairs, National Cyber Partnership
3:40PM 3:55PM 0:15 BREAK
3:55PM 4:35PM 0:40 Third afternoon session— Defending America in Cyberspace
COL Jon Brickey, PhD, Army Cyber Institute at West Point, National Capital Region Liaison
4:35PM  4:50PM 0:15 BREAK
4:50PM 5:20PM  0:30 Afternoon recap—discussion panel
5:20PM 5:35PM 0:15 BREAK
5:35PM 6:15PM  0:40 Challenges in cybersecurity policy-making
US Senator Marco Rubio, Senate Select Committee on Intelligence (invited)
6:15PM 6:45PM 0:30 Reception—beer, wine, soft drinks, includes 2 drink coupons
6:45PM 8:30PM  1:45 Presentation of Colors and Pledge of Allegiance; Dinner and dinner keynote— The necessity
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for a paradigm shift in today’s cybersecurity education/training methodology, transitioning
from a knowledge-based approach to a skills-based approach
R. "Montana" Williams, COO & cyber evangelist for the Cyber World Institute (CWI), adjunct
instructor at California State University-San Bernardino, former Senior Manager—Cyber
Practices for ISACA and former Chief—Cybersecurity Education & Awareness Branch at the
Department of Homeland Security




